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Twelve Tools, One Missing
Layer
Why assembling best-of-breed tools — even all of them, even inside one
platform — cannot produce an infrastructure authority layer.

ABSTRACT

Modern IT environments — spanning on-premises, multiple clouds, edge, software-
defined networks, and identity — cannot be governed safely with static

documentation, siloed tools, or after-the-fact controls. This vendor-neutral paper

answers the question every analyst eventually asks: why can’t an existing platform
simply add this? Approximating an Infrastructure Operating Model from best-of-breed
tools takes roughly a dozen platforms — but the deeper finding is not the tool count.

Even if a single vendor delivered all twelve capabilities in one product, the result

would still not be an IOM. What the twelve tools reveal is the existence of a missing

layer: an authoritative source of legitimacy that no amount of integration produces.
Authority is a governance construct, not an integration construct. IOM is not a feature

gap. It is a structural gap.
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1. The promise of an Infrastructure Operating Model

An IOM is not a dashboard, a CMDB, or an automation framework. At minimum it requires a single authoritative

model of enterprise infrastructure and intent; explicit representation of relationships, dependencies, ownership,

and blast radius; separation of declared intent from observed state; continuous reconciliation between intent and

reality; the authority to approve, block, or constrain execution before it occurs; and a foundation trustworthy
enough for autonomous AI agents. Traditional tools were not designed to provide these as a unified system —

each addresses a narrow domain concern.

Why major shifts require new operating models

Every major shift in computing has required a corresponding operating model. Mainframe-to-client/server required

distributed change management and fault isolation. Client/server-to-virtualization drove abstraction layers and
lifecycle processes. Virtualization-to-cloud forced Infrastructure-as-Code, DevOps, and cloud governance. Static-

to-dynamic infrastructure exposed the limits of document-based architecture and ticket-driven control. Each shift

increased dynamism and reduced the effectiveness of manual oversight. The current shift — dynamic

infrastructure plus AI systems expected to reason, decide, and act — breaks prior assumptions entirely.

2. The best-of-breed toolchain required to approximate an IOM

Implementing an IOM from today’s market requires stitching together tools across at least eight capability

domains; no single platform, nor any pair, covers them end-to-end. The tools below are illustrative, not prescriptive

— most enterprises already own many of them. The point is not tool choice, but structural dependency.
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# Tool category Representative tools Critical gap without IOM

1 Infrastructure inventory /
CMDB

ServiceNow CMDB, Device42 Static, incomplete; no authoritative, continuously
reconciled model

2 Cloud resource graphs AWS RG, Azure RG, GCP Asset
Inventory

Fragmented by provider; no enterprise abstraction or
intent

3 Network intent & topology Cisco ACI / NSO, VMware NSX Network-only view; no application or business context

4 Identity & access
governance

Okta, Microsoft Entra ID No infrastructure dependency or blast-radius
awareness

5 Observability & APM Dynatrace, Datadog Probabilistic, post-facto, not authoritative

6 Security policy
enforcement

Palo Alto, Check Point Policies lack architectural and intent context

7 Infrastructure as Code Terraform, CloudFormation Executes without understanding legitimacy or impact

8 Config / ops automation Ansible, Puppet Amplifies errors without systemic context

9 CI/CD pipelines GitHub Actions, GitLab CI Optimizes speed, not correctness or safety

10 Policy-as-code OPA, HashiCorp Sentinel No semantic understanding of architecture or intent

11 GRC platforms RSA Archer, ServiceNow GRC Detached from live state; cannot govern execution

12 Human workflow systems ServiceNow ITSM, Jira Service
Mgmt

Humans act as the missing operating model

These twelve tools collectively approximate the inputs required for an IOM. What they do not produce —

individually or together, and as the next sections show, not even combined into a single platform — is an

authoritative source of legitimacy: one designated model against which actions can be judged allowed or

disallowed before they execute.

3. Why assembling these tools does not produce an operating model

Fragmented, non-continuous data models

Each tool maintains its own data model on its own cadence. The result is discontinuous, inconsistent, and non-

authoritative — enterprises operate on snapshots rather than a continuously reconciled, authoritative model. An

IOM requires a single authoritative model of infrastructure, relationships, ownership, and intent: one designated
source of legitimacy, not a federation of partial truths.

No canonical relationships or dependency semantics

Tools either infer relationships (observability) or statically record them (CMDB). Neither captures true dependency

semantics, directionality and blast radius, or architectural legitimacy — so they cannot answer: is this connection

allowed by design? who owns the downstream impact? what boundary is being crossed?
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No continuous reconciliation

Traditional tools detect drift after it occurs. None continuously reconcile what should exist with what does exist

before execution. An IOM embeds reconciliation as a core function — enabling pre-execution validation and drift

prevention rather than detection.

Human arbitration as the hidden control plane

Because no tool has sufficient context or authority, humans become the integration layer — reviewing alerts,
interpreting impact, approving changes. This manual arbitration is invisible but unavoidable, does not scale, and

fundamentally limits the use of AI.

The system behaves like a federation of opinions, not an operating model.

4. Capability-to-tool mapping

Each capability an IOM requires exists in isolation in some tool — but none are unified into a governing system.

Required capability Tool typically used Why it breaks without IOM

Authoritative inventory CMDB / asset tools Static, human-curated; no continuous reconciliation

Enterprise-wide state awareness Cloud resource graphs Fragmented by provider; no shared abstraction

Dependency & blast-radius modeling Observability / APM Inferred, probabilistic, post-facto

Intent-aware connectivity Network intent platforms Network-only semantics; no business context

Identity impact awareness IAM platforms Decisions lack infrastructure dependency context

Policy with architectural meaning Security platforms Enforced mechanically without intent awareness

Safe automation IaC / automation Executes blindly without legitimacy validation

Preventive governance GRC platforms Audit-oriented; detached from live execution

Scalable decision-making Human workflows Humans compensate for the missing model

5. Why integration is not authority

The natural response to twelve fragmented tools is to imagine combining them. Suppose one vendor unified

CMDB, observability, IAM, security, IaC, and GRC into a single seamless product, every data model perfectly

synchronized. Would that platform be an Infrastructure Operating Model?

No. A perfectly integrated stack is still only a stack. Aggregation resolves where data lives; it does not establish

what is authoritative. Even with every signal in one place, the combined platform would still have to answer the

questions none of its parts can: what is intended, what is legitimate, what is allowed, and who owns the
outcome. Those are not integration problems. They are governance decisions — declarations of authority that

must exist before the data is collected, not derived from it afterward.
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Aggregation does not create authority. Authority is declared, not assembled.

This is the reframing the rest of the paper rests on. The twelve tools are not a shopping list an enterprise must

complete; they are evidence — the visible outline of a layer none of them occupies. Integration makes the tools

faster and cleaner. It does not make any of them the authority. The missing element is not a thirteenth tool. It is the

governing function that decides what the other twelve are permitted to do.

6. Why an IOM cannot be a feature of an existing platform

If integration alone cannot produce authority, the next objection is that one incumbent will simply add the authority

layer as a feature. It cannot — for four structural reasons. Platform bias: every platform is optimized around its

own execution domain and would have to subordinate that domain to a neutral authority model it does not own.
Control-plane conflict: an IOM must govern execution systems, and no platform can objectively govern itself

without circular authority. Data-model incompatibility: no platform models infrastructure, intent, ownership, and

policy with equal first-class priority. Vendor lock-in: an authority layer must outlive and govern the tools beneath it;

embedding it in one vendor ties governance — and AI reasoning — to a single supplier.

These constraints are not criticisms of any product. They are structural, and they apply most clearly to the

strongest platform in each category.

Why a workflow & CMDB suite cannot become the IOM

An ITSM and CMDB suite (for example, ServiceNow) is organized around human workflow and a human-curated

configuration database. Its source of truth is what people recorded and approved, not what was authoritatively
intended; it coordinates tickets rather than governing execution before it happens. To become an IOM it would

have to demote its workflow abstraction beneath a pre-execution authority model and govern the very execution

systems it currently only tracks — inverting its own design.

Why an observability platform cannot become the IOM

Observability and APM (for example, Datadog) derive their entire value from inference over telemetry;
relationships are probabilistic and post-hoc. But authority is a different kind of fact than observation: a platform can

describe what is happening exhaustively and still have no basis for declaring what is legitimate. An observability

tool that tried to become the authority would have to invert its own foundation — from observed to declared —

abandoning what makes it valuable.

Why an Infrastructure-as-Code engine cannot become the IOM

IaC (for example, Terraform) is an execution engine: it applies declared configuration but does not adjudicate

ownership, legitimacy, or systemic impact. Its “desired state” is a plan, not intent — a signal, not an authority.

Structurally it is one of the execution systems an IOM must govern, and the thing being governed cannot also be

the governor.
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Why a cloud provider or single-vendor stack cannot become the IOM

A hyperscaler (for example, AWS) maintains an authoritative resource graph — but only within its own boundary.

An IOM must be vendor-neutral and span every provider, on-premises estate, and edge. A provider cannot be the

neutral authority over infrastructure that includes its competitors, and an operating model living inside one provider

re-creates the lock-in it was meant to remove. The same holds for any single-vendor portfolio (for example,

Microsoft’s identity, cloud, and tooling stack): each component models its own domain well; none can be the

neutral, first-class authority over all of them.

In every case the limitation is identical: an authority layer must sit above execution and outside any single vendor’s

interest. That position is, by definition, one no execution platform can occupy — which is why an IOM must exist as

a separate, neutral control layer rather than a feature of an execution-centric platform.

7. Implications for AI and autonomous operations

AI agents in traditional environments face an impossible task: infer intent from incomplete data, reason across

inconsistent models, and act without authoritative validation. This is why most AI initiatives stall at recommendation

engines rather than autonomous execution. Without an IOM, autonomy is structurally unsafe.

WHAT THIS MEANS FOR CIOS AND CISOS

Over the next 24 months, enterprises pursuing automation, Zero Trust, and AI-driven security face a

decision point: continue aggregating tools and accepting growing risk, or establish an authoritative

operating layer that defines how infrastructure is allowed to behave. Without an IOM, AI remains advisory,

security relies on inferred context, and humans remain the bottleneck. With one, automation becomes

governable, security becomes intent-aware, and AI operates on authoritative, real-time truth. This is not a
tooling decision. It is an operating decision.

Conclusion

It is possible to approximate parts of an IOM with traditional tools — and even to integrate them well. But the

central finding of this paper is not that an enterprise needs twelve tools. It is that twelve tools, however assembled,

reveal the outline of a layer none of them occupies. Integration produces a cleaner stack; it does not produce

authority. The missing layer is a governing function — an authoritative source of legitimacy that decides what the

tools beneath it are permitted to do.

IOM is not a feature gap. It is a structural gap.
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